Enterprise Security Architecture
isn’t just for enterprises



What is this talk about?

*|n this talk, Architecture = Governance

*|f you're expecting a talk where architecture = design
documentation, then | can show you how to make

that design documentation even more actionable

*|f governance = ewww, run.
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Enterprise Architecture? 5=

*|ntegrations and relationships between

ecurity

people, systems, processes

o-ESA

* Frameworks for repeatable systems and outcomes

Policies / Standards -> What
Resource Plans -> Who
Project Plans -> When
Procedures / Work Instructions -> How

Architecture -> Why



Why Tailor a Security Architecture?

 Most Architecture Frameworks are old models that
haven’t necessarily aged well

*Desighed from a business, not a technology
perspective

* Usually used by HUGE organizations with a whole
department devoted to architecture



HOW STANDARDS PROUFERATE:

(5 A/C CHARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, ETC)

SITUATON:

THERE ARE
|4 COMPETING
STANDARDS.

17 RIDICULOUVS!

WE NEED 16 DEVELORP

ONE UNINERSAL STANDARD

THAT COVERS EVERYONES
VSE CASES. YERH!

OOON:

SITUANON:

THERE ARE
|5 COMPETING
STANDARDS.




Architecture Frameworks

TOGAF
0-ESA
SABSA
Zachman
Proprietdry (poDAF, FEAF, EABOK, etc.)




TOGAF

*The Open Group Architecture Framework @
*Orig. 1995, Updated 2019

* Not security focused

Security Architecture) — last updated
in 2011




SABSA

*Sherwood Applied Business & mmris

SABSA Vitality Model and Process

SABSA Maturity Profile and Process

SABSA Governance Model and Process
SABSA Risk Model and Risk Management Process
SABSA Life Cycle Model and Process

Security Architecture o e g e S s

*Orig. 1995, Updated 2016

Business Wisdom and Business Decision Making

Conceptual Architecture: The Architect s View
The Big Picture Business Attributes Profile and Ris k Objectives

~ R i S k d r i Ve n Logical Architecture: The Designer sView

Information, Services, Processes, Applications

Physical Architecture: The Builder s View

= Si m i I a r to Za C h m a n Data, Mechanisms, Infrastructure, Platforms

Component Architecture: The Tradesman s View

Service Management Activities, Processes and Wonitoring

Service Management Ar chitectu re
The Service Manager s View

Products, Tools, Specific Standards, Technologies



The Zachman Framework for Enterprise Architecture

*Created by John Zachman [ e T . o
at IBM
*Orig. 1987, Updated 2011

Composita inte mposits (atagra as

Timing identification Motivation Identification

€ wan-snianneano =and e o

€ RBG-eR B AR IR =a AN

* Described as a “ontology”

A
i
i
.
.
H
T
.
.
H
.
’
°
.
&
.
'
i
.
.

or a “schema” rather than S F——

Sets s Networks Assignmer Cycles Intentions

© 19672011 John A Zacheman, 3 nghts reserved. Zachman® and Zacheren infematonal are regrstered trademarks of Jotn A Zachmsan
To request Permason Use of Copynght, please contact: Zachman com

a methodology



This Thing

(Cloud Security Alliance TCI Reference Architecture)



Business Operation

Support Services [BOSS)]

Commpliance
Lt Aatburity Mt o
Dbt Rakn
ki i g ity

bbr i S Sy be i

Cizmraticnal Risk Musagement
[P — [ —
U oy s st

CYRPT

NPT T —

Human Resources Security
PRI, S, [ S——
Wi ey

A, 2l s

[y Sp—

[N E—

Druta Govermance
uta Crmmme anity ERTI -

Mgl E i bala

P st e e

A lor Dala Al il

Sacunty Momstorng Sarvices
[rT— [T

Bt baitiiiag

o irad bt P by
[T il P b
Pkl Thomad
vy i -
[N, VP — fror——
i g £ i i
randen S EriFaiey
Fins Lrm sl b e v ok s P
[0y [Zriey
Legal Servicen
Candaimts [Tew—
kil s ol Prapiraisn
fetmrnal lwestigation
P v by

Infaermation Technolegy

P a—
iy
L = o J T E— rmipmn
i et
My M Basmman vy
Sarvice Dalivary
[T ——
o =L it
e
armabon e e gy e
i B gt [ ——

- -

Swrvice Sepport
[T e—
st
Eaprs By .
e
S [—
B e Pl e e

P v Ay

rvarey ik Rk -]

[FoRE——

USRS SERSENE | . i

[

Far s Chay e

L

Ford e

sy e )

- et e

Comaa Ul ariy
e [E S E—
her e m e

N i Bt

T

by ey [

Frassstation Modality
[ —————
—— o | [y I
[ —— -
™ m -

Technology Salution Services [T55)

Frassstation Platform

Application Services

Security and Risk Management

Governance Rk & Complisnc
[ —

Lo Lonmmaman

[ T—— T Tkl it Tesiaing
infoSec Hanagemant
[ — Capabiiny ragging  Mubaity Pisisl - ] P r— -t
[T
Priwilegs Mansgemant infraxtructure
e Pt
[ Pk 1 P T

Programmisg ntariices Swcurity Knowledgs Lifecycls Devalopment Procss
il s oty Do g ly A | e gl itk Pt el i
-
intwrgraben Hiddhwars
[ P
Conectivity & Duivary PTE—— e L
——
Farmperas
Sarvica Delivary Duta Soversancs
[ Y AL [— [A—— [ —— [ [~
Raporting Services BaES
[T [Eryr— [T— [o— oy [T— [P — [ ——
— — [Ty e ve— FE—— S S—
(RSP —
—— — — Fesh Managemant ) . .
[ ST [T ey s L L]
P —— [erm——— [ — o s . i . mh“,_ . _r.:‘w'r‘.__
Sarvice Support Unar Directory Sarsics
Canh P P 5 | et e rhreregd T Infrastructurs Protaction Services

Intwmal isfrasbructurs

[T

P

Data Protscton

Py &

Camtailntnrs. e e, el e Pn Mt Thm ] ko de Moo Valee Sse e ik Pu e el

Hares B

AR Framms i i b it Ao Uy [ i | b Py

P B e casag & .
Fewbars e We bt gl

Cata L Crile Margmre

S - ek sz Lw Cpaln P g

P Cutn by

e Eovsrcery

(R N -

s B, Mama s

[ e

Policies & Standards

[ ——, [P -




...This Thing

(One-VA Enterprise Architecture Meta-Model)
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The good

*\We can pull out the good features from some of these
“legacy” architecture frameworks

* TOGAF

* Architecture Development model — tailor it down and use
it like an architecture lifecycle

* Deliverables — just don’t try to adopt all of it, it’s too

much



The good (cont.)

* TOGAF (cont.)

* Content metamodel — treat it like an “architecture style guide”

e /achman

* How to craft meaningful views and viewpoints, how to think

from a stakeholder perspective

* SABSA

e Zachmann, but security



And This Thing

(Microsoft’'s Zero Trust IAM Reference Architecture)



Legend

/ero Trust User Access

Conditional Access to Resources

Policy is evaluated when
User Threat/

. Azure AD
Identity Protection
Leaked cred protection

Behavioral Analytics

&> o= “—> Initial Access + Token Refresh
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https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/microsoft-365/compliance/information-protection
https://docs.microsoft.com/mem/intune/protect/app-based-conditional-access-intune
https://docs.microsoft.com/azure/active-directory/app-proxy/application-proxy
https://docs.microsoft.com/cloud-app-security/proxy-intro-aad
https://docs.microsoft.com/azure/active-directory/authentication/tutorial-enable-sspr
https://docs.microsoft.com/azure/active-directory/conditional-access/concept-continuous-access-evaluation
https://aka.ms/MCRA
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://docs.microsoft.com/azure/active-directory/saas-apps/tutorial-list
https://docs.microsoft.com/azure/active-directory-b2c/
http://aka.ms/threatintelligence
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory/
https://docs.microsoft.com/azure/active-directory/devices/howto-vm-sign-in-azure-ad-linux
https://docs.microsoft.com/azure/architecture/reference-architectures/aws/aws-azure-ad-security
https://cloud.google.com/architecture/identity/federating-gcp-with-azure-active-directory
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/microsoft-defender-advanced-threat-protection
https://docs.microsoft.com/mem/intune/protect/device-compliance-partners
https://docs.microsoft.com/mem/intune/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://docs.microsoft.com/windows/security/identity-protection/hello-for-business/
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication

Architecture Concepts



Global

Level of Consolidation
Regional

Local

Local Regional Global
Level of Consistency

Architecture Commonality
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Stakeholder Management



Enterprise Architecture Elements

Architecture Process
Architecture Development
Business Linkage
Senior Management Involvement
Architecture Communication
IT Security
Architecture Governance
IT Investment and Acquisition

Strategy

Enterprise Architecture Levels

0 - None
1 - Initial
2 - Under Development
3 - Defined
4 - Managed

5 - Measured

Architecture Maturity

Architecture

Conformance

0 - Irrelevant
1 - Consistent
2 - Compliant
3 - Conformant
4 - Fully Conformant

5 - Non-Conformant

Architecture Compliance

Architecture Melrics



Views / Viewpoints

* Views: Representations of the overall architecture that are
meaningful to one or more stakeholders in the system.

* Generic and can be stored in libraries for reuse

* Viewpoint: The perspective from which a view is taken.
* Always specific to the architecture for which it is created

* A viewpoint defines how to construct and use a view, the
information that should appear in the view, the modelling
techniques for expressing and analyzing the information, and a
rationale for these choices.



Security Architecture Concepts

* Threat Modelling
*Design for Malice
*Bake in Zero Trust / Defense in Depth / etc

* Define CIA (confidentiality, integrity, and availability)
goals

* USABILITY IS SECURITY



How a tailored
architecture can act as a
style guide



( Architecture Vision and Principles

Security Architecture ; . o Y .
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4

Plans of Actions and Milestones

Content MetaModel




Architecture Content

Architecture Charter
Gap Analysis
System Security Plans
Reference Architecture
Architecture Definitions




Architecture Content

e Charter

* Gap Analysis

*System Security Plans



Incident Preparation } ---- { Incident Simulation
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Example Reference Architecture:
Incident Detection




* Enterprise security architecture provides a common
language and framework for security implementations

*The existing architecture frameworks are OLD, and/or
made for organizations that are HUGE

*You can pick and chose which pieces to implement to
create a model that works for your organization



Enterprise Security Architecture
isn’t just for enterprises

Queestions Slides
Twitter: @HomeBrewedSec HomeBrewedSec.com/Talks
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